FCA 2020/72
TECHNICAL STANDARDS ON STRONG CUSTOMER AUTHENTICATION AND
COMMON AND SECURE METHODS OF COMMUNICATION (AMENDMENT OF
EIDAS CERTIFICATE) INSTRUMENT 2020

Powers exercised
A.

The Financial Conduct Authority (“the FCA”) makes this instrument in the exercise
of the power and related provisions in or under:
(1)

Regulation 106A (Technical Standards) of the Payment Services Regulations
as amended by the Electronic Money, Payment Services and Payment Systems
(Amendment and Transitional Provisions) (EU Exit) Regulations 2018 which
comes into force on exit day as defined by the EU Withdrawal Act 2018;

(2)

the following sections of the Financial Services and Markets Act 2000 (“the
Act”) as amended by the Financial Regulators’ Powers (Technical Standards
etc.) (Amendment etc.) (EU Exit) Regulations 2018:
(a)
(b)
(c)
(d)
(e)
(f)

section 138P (Technical Standards);
section 138Q (Standards instruments);
section 138S (Application of Chapters 1 and 2);
section 137T (General supplementary powers);
section 138F (Notification of rules); and
section 138I (Consultation by the FCA).

Pre-condition to making
B.

The FCA has consulted the Prudential Regulation Authority and the Bank of England
as appropriate in accordance with section 138P of the Act.

C.

A draft of this instrument has been approved by the Treasury, in accordance with
section 138R of the Act.

Commencement
D.

This instrument comes into force on IP completion day as defined in the European
Union (Withdrawal Agreement) Act 2020, immediately after the Technical Standards
on Strong Customer Authentication and Common and Secure Methods of
Communication Instrument 2020 (the “SCA-RTS”) comes into force.

[Note: IP completion day is 11pm on 31 December 2020.]
Amendments to material outside the Handbook
E.

The SCA-RTS (Article 34) is amended in accordance with the Annex to this
instrument.

Citation

FCA 2020/72

F.

This instrument may be cited as the Technical Standards on Strong Customer
Authentication and Common and Secure Methods of Communication (Amendment of
eIDAS Certificate) Instrument 2020.

By order of the Board
26 November 2020

Page 2 of 5

FCA 2020/72

In this instrument, underlining indicates new text and striking through indicates deleted text.
Annex
Technical standards regarding strong customer authentication and common and secure
open standards of communication.
…
Article 34
Certificates

1.

For the purpose of identification, as referred to in Article 30(1)(a), account servicing
payment Payment service providers shall rely on accept both of the following electronic
means of identification:
(a)

qualified certificates for electronic seals as referred to in Article 3(30) of the
Regulation (EU) No 910/2014 of the European Parliament and of the Council
of 23 July 2014 on electronic identification and trust service for electronic
transactions in the internal market, as amended by the Electronic Identification
and Trust Services for Electronic Transactions (Amendment etc.) (EU Exit)
Regulations 2018 2019 as came into force on exit day IP completion day as
defined in the European Union (Withdrawal Agreement) Act 2018 2020, or for
website authentication as referred to in Article 3(39) of the same Regulations.;

(b)

at least one other form of identification issued by an independent third party that
is not unduly burdensome for payment service providers to obtain; and

account information service providers, payment initiation service providers and
payment service providers issuing card-based payment instruments shall rely on one of
the above means of identification.
2.

For the purpose of these Standards, referred to in paragraph 1, the registration number
as referred to in the official records in accordance with Annex III(c) or Annex IV(c) to
Regulation (EU) No 910/2014 of the European Parliament and of the Council of 23 July
2014 on electronic identification and trust service for electronic transactions in the
internal market as amended by the Electronic Identification and Trust Services for
Electronic Transactions (Amendment etc.) (EU Exit) Regulations 2018 2019 as came
into force on exit day IP completion day as defined in the European Union (Withdrawal
Agreement) Act 2018 2020 and the registration number referred to in paragraph 8, shall
be the authorisation or registration number of the payment service provider issuing
card-based payment instruments, the account information service providers and
payment initiation service providers, including account servicing payment service
providers providing such services, available in the public register of the UK pursuant
to regulation 4 of the Payment Services Regulations (SI 2017/752) or section 347 of the
Financial Services and Markets Act 2000, or in the case of such payment service
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providers incorporated and registered or authorised in Gibraltar, their incorporation
number available in the Regulated Entities Register of the Gibraltar Financial Services
Commission.
3.

For the purposes of these Standards qualified certificates for electronic seals or for
website authentication referred to in paragraph 1(a) shall include, in a language
customary in the sphere of international finance, additional specific attributes in relation
to each of the following:
(a)

(b)

the role of the payment service provider, which may be one or more of the
following:
(i)

account servicing;

(ii)

payment initiation;

(iii)

account information;

(iv)

issuing of card-based payment instruments;

the name of the competent authorities where the payment service provider is
registered.

4.

The attributes referred to in paragraph 3 shall not affect the interoperability and
recognition of qualified certificates for electronic seals or website authentication.

5.

Where a form of identification under paragraph 1(b) is used, account servicing payment
service providers must:
(a)

verify that the payment service provider is authorised or registered to perform
the payment services relevant to its activities in a way that does not present an
obstacle to the provision of payment initiation and account information services;
and

(b)

satisfy itself that the independent third party issuing that form of identification
is suitable and has sufficient systems and controls to verify the information
contained in the digital certificate referred to in paragraph 8.

6.

Account servicing payment service providers must make public the forms of
identification they accept.

7.

Payment service providers relying on a form of identification under paragraph 1(b)
must notify the independent third party issuing that form of identification of any
changes in identity information or regulatory authorisation in writing before such
changes take effect or, where this is not possible, immediately after.

8.

A form of identification accepted under paragraph 1(b) must be a digital certificate that:
(a)

is issued upon identification and verification of the payment service provider’s
name, company number (if applicable) and its principal place of business;

(b)

gives appropriate assurance to account servicing payment service providers in
relation to the authenticity of the data and the identity of the payment service
provider;

(c)

represents the following information:
(i)

name of the issuer of the form of identification;

(ii)

the name of the payment service provider to whom the certificate is
issued; and
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(iii)
(d)

the registration number and competent authority of the payment service
provider to whom the certificate is issued; and

is revoked where the payment service provider ceases to be authorised or
registered or it would be inconsistent with its authorisation to carry on the
relevant payment services.
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