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FINANCIAL CRIME GUIDE (AMENDMENT NO 2) INSTRUMENT 2014 
 
 
Powers exercised 
 
A. The Financial Conduct Authority makes this instrument in the exercise of its powers 

under: 
 

(1) section 139A (Guidance) of the Financial Services and Markets Act 2000; 
[(2) Regulation 93(1) (Guidance) of the Payment Services Regulations 2009; and 
(3) Regulation 60(1) (Guidance) of the Electronic Money Regulations 2011. 

 
Commencement  
 
B. This instrument comes into force on 12 June 2014. 
 
Amendments to Financial crime: a guide for firms  
 
C. Part 1 of Financial crime: a guide for firms (FC) is amended in accordance with Annex A 

to this instrument. 
 
D. Part 2 of FC is amended in accordance with Annex B to this instrument. 
 
Citation 
 
E. This instrument may be cited as the Financial Crime Guide (Amendment No 2) 

Instrument 2014. 
 
 
By order of the Policy Steering Committee of the Financial Conduct Authority 
22 May 2014 
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Annex A 
 

Amendments to Part 1 of Financial crime: a guide for firms (FC) 
 

In this Annex, underlining indicates new text and striking through indicates deleted text. 
 
 
3 Money laundering and terrorist financing 
 
… 
 

Box 3.3: Risk assessment 
… 

Examples of good practice 

 …  

The firm has identified good sources 
of information on money-laundering 
risks, such as FATF mutual 
evaluations and typology reports, 
SOCA NCA alerts, press reports, 
court judgements, reports by non-
governmental organisations and 
commercial due diligence providers. 
… 

… 

 
 

Box 3.9: Liaison with law enforcement 
Firms must have a nominated officer. The nominated officer has a legal 
obligation to report any knowledge or suspicions of money laundering to the 
Serious Organised Crime Agency (SOCA) National Crime Agency (NCA) 
through a ‘Suspicious Activity Report’, also known as a ‘SAR’. (See the 
Annex 1 list of common terms for more information about nominated officers 
and Suspicious Activity Reports.) 
 
Staff must report their concerns and may do so to the firm’s nominated officer, 
who must then consider whether a report to SOCA NCA is necessary based on 
all the information at their disposal. Law enforcement agencies may seek 
information from the firm about a customer, often through the use of 
Production Orders (see Annex 1: Common terms). 
… 

… 

 

Examples of poor practice 
 
• The nominated officer passes all 

ML Reg 7(3)(b) 
 

… 
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internal reports to SOCA NCA 
without considering whether they 
truly are suspicious. These 
‘defensive’ reports are likely to be 
of little value. 
… 

 
… 
 

Box 3.11: Countering the finance of terrorism 
… 

Examples of good practice 

… 

• A firm identifies sources of 
information on terrorist financing 
risks: e.g. press reports, SOCA NCA 
alerts, Financial Action Task Force 
typologies, court judgements, etc. 

… 

… 

 
… 
 
3.4 Part 2 of the Guide contains the following additional AML guidance: 
 

 … 
 

 Part 2 also summarises the findings of the following thematic reviews: 
o … 
o Chapter 15: Banks’ control of financial crime risks in trade finance (2013) 

 
3.5 To find out more on anti money laundering, see: 
 

•  … 
 

•  SOCA’s The NCA’s website, which contains information on how to report suspicions 
of money laundering: 
www.nationalcrimeagency.gov.uk 

 
      … 

 
• Our AML self-assessment fact sheet for financial advisers: 

www.fsa.gov.uk/smallfirms/resources/factsheets/pdfs/aml_tool.pdf 
www.fca.org.uk/static/documents/fsa-aml-tool-factsheet.pdf  

• The FCA’s one-minute guide on AML for smaller firms: 

http://www.nationalcrimeagency.gov.uk/
http://www.fca.org.uk/static/documents/fsa-aml-tool-factsheet.pdf
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www.fsa.gov.uk/smallfirms/resources/one_minute_guides/info_gathering/anti_money.
shtml  www.fca.org.uk/firms/being-regulated/meeting-your-obligations/firm-guides    

… 
 
3.7  To find out more on customer payments, see: 
 

•  Chapter 1 of Part III (Transparency in electronic payments (Wire transfers)) of the 
JMLSG’s guidance, which will be banks’ chief source of guidance on this topic: 
www.jmlsg.org.uk/download/7323 www.jmlsg.org.uk 
 

… 
 
4 Fraud 
 
… 
 
 
4.4  To find out more about what FCA is doing about fraud, see:  

 Details of the FCA’s Information from Lenders scheme: 
www.fsa.gov.uk/pages/doing/regulated/supervise/mortgage_fraud.shtml 
www.fca.org.uk/about/what/protecting/financial-crime/fraud/mortgage  

 Details of the FCA’s Information from Brokers scheme: 
www.fsa.gov.uk/smallfirms/your_firm_type/mortgage/fraud/report.shtml  
www.fca.org.uk/firms/firm-types/mortgage-brokers-and-home-finance-lenders/report  

  … 

 
5 Data security 
 
… 
 
5.3 To find out more, see: 
 
… 
 

 A one-minute guide for small firms on data security: 
www.fsa.gov.uk/smallfirms/resources/one_minute_guides/info_gathering/data_security.s
html http://www.fca.org.uk/firms/being-regulated/meeting-your-obligations/firm-
guides/information-gathering/data-security  

 
 
6  Bribery and corruption 

http://www.fca.org.uk/firms/being-regulated/meeting-your-obligations/firm-guides
http://www.jmlsg.org.uk/download/7323
http://www.jmlsg.org.uk/
http://www.fsa.gov.uk/pages/doing/regulated/supervise/mortgage_fraud.shtml
http://www.fca.org.uk/about/what/protecting/financial-crime/fraud/mortgage
http://www.fsa.gov.uk/smallfirms/your_firm_type/mortgage/fraud/report.shtml
http://www.fca.org.uk/firms/firm-types/mortgage-brokers-and-home-finance-lenders/report
http://www.fsa.gov.uk/smallfirms/resources/one_minute_guides/info_gathering/data_security.shtml
http://www.fsa.gov.uk/smallfirms/resources/one_minute_guides/info_gathering/data_security.shtml
http://www.fca.org.uk/firms/being-regulated/meeting-your-obligations/firm-guides/information-gathering/data-security
http://www.fca.org.uk/firms/being-regulated/meeting-your-obligations/firm-guides/information-gathering/data-security
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… 
 
 
6.5  To find out more, see: 

… 

 Our one-minute guide for smaller firms on anti-bribery and corruption: 
www.fsa.gov.uk/smallfirms/resources/one_minute_guides/insurance_intermed/anti_bribe
ry.shtml http://www.fca.org.uk/firms/being-regulated/meeting-your-obligations/firm-
guides/systems/anti-bribery  

 
7 Sanctions and asset freezes 
… 
 
7.4 Part 2 of the Guide contains the following additional material on sanctions and assets freezes: 
… 
 

• Chapter 15 summarises the findings of the FCA’s thematic review Banks’ 
management of financial crime risk in trade finance and includes guidance on: 

 
o Sanctions Procedures (Box 15.7) 
o Dual-Use Goods (Box 15.8) 

 
7.5  To find out more on financial sanctions, see: 

… 
 
•  Part III of the Joint Money Laundering Steering Group’s guidance, which is a chief 

source of guidance for firms on this topic: 
www.jmlsg.org.uk/download/7323 www.jmlsg.org.uk 

 
 Our fact sheet on financial sanctions aimed at small firms: 

www.fsa.gov.uk/smallfirms/resources/pdfs/Sanctions.pdf 
http://www.fca.org.uk/static/fca/documents/fsa-sanctions2.pdf  

 
 

7.6  To find out more on trade sanctions and proliferation, see: 
 

•  Part III of the Joint Money Laundering Steering Group’s guidance on the prevention of 
money laundering and terrorist financing, which contains a chapter on proliferation 
financing that should be firms’ chief source of guidance on this topic: 
www.jmlsg.org.uk/download/7323 www.jmlsg.org.uk 

… 

http://www.fsa.gov.uk/smallfirms/resources/one_minute_guides/insurance_intermed/anti_bribery.shtml
http://www.fsa.gov.uk/smallfirms/resources/one_minute_guides/insurance_intermed/anti_bribery.shtml
http://www.fca.org.uk/firms/being-regulated/meeting-your-obligations/firm-guides/systems/anti-bribery
http://www.fca.org.uk/firms/being-regulated/meeting-your-obligations/firm-guides/systems/anti-bribery
http://www.jmlsg.org.uk/download/7323
http://www.jmlsg.org.uk/
http://www.fsa.gov.uk/smallfirms/resources/pdfs/Sanctions.pdf
http://www.fca.org.uk/static/fca/documents/fsa-sanctions2.pdf
http://www.jmlsg.org.uk/download/7323
http://www.jmlsg.org.uk/
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•  SOCA’s The NCA’s website, which contains guidelines on how to report suspicions 

related to weapons proliferation: 
http://www.nationalcrimeagency.gov.uk/publications/46-guidelines-for-counter-
proliferation-financing-reporting/file 

 
... 

 
Annex 1: Common terms  
… 
 
consent If a firm is concerned that it may be assisting in the laundering of 

funds it can file a Suspicious Activity Report and apply to SOCA the 
NCA for consent to continue the transaction. The Proceeds of Crime 
Act 2002 gives SOCA the NCA seven working days to respond. 
SOCA The NCA will either agree that the transaction can go ahead or 
it will refuse consent. In the latter case SOCA the NCA has 31 
calendar days in which to take further action: for example, to seek a 
court order to restrain the assets in question. 

…  

financial 
intelligence unit 
(FIU) 

The IMF uses the following definition: ‘a central national agency 
responsible for receiving, analyzing, and transmitting disclosures on 
suspicious transactions to the competent authorities.’ SOCA The 
NCA has this role in the UK. 

…  

National Crime 
Agency (NCA) 

The NCA leads the UK’s fight against serious and organised crime.  
It became operational, replacing the Serious Organised Crime 
Agency, in October 2013.  For more information see the NCA’s 
website: http://www.nationalcrimeagency.gov.uk/. 

….  

NCA See ‘National Crime Agency’. 

….  

Serious Organised 
Crime Agency 
(SOCA): 

Created in 2006, SOCA brought together various agencies including 
the National Crime Squad, National Criminal Intelligence Service and 
HMRC’s investigative branches. As the UK’s financial intelligence 
unit it receives suspicious activity reports about money laundering 
and terrorist financing. See SOCA’s website for more information: 
www.soca.gov.uk. 

…  

SOCA See ‘Serious Organised Crime Agency’. 

Suspicious Activity A report made to SOCA the NCA about suspicions of money 
laundering or terrorist financing. This is commonly known as a 

http://www.nationalcrimeagency.gov.uk/publications/46-guidelines-for-counter-proliferation-financing-reporting/file
http://www.nationalcrimeagency.gov.uk/publications/46-guidelines-for-counter-proliferation-financing-reporting/file
http://www.nationalcrimeagency.gov.uk/
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Report (SAR) ‘SAR’. See also ‘Suspicious Transaction Report’. 

…  
tipping off The offence of tipping off is committed where a person discloses that: 

•  any person has made a report under the Proceeds of Crime Act 
2002 to the Police, HM Revenue and Customs or SOCA the 
NCA concerning money laundering, where that disclosure is 
likely to prejudice any investigation into the report; or 

… 
…  
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Annex B 
 

Amendments to Part 2 of Financial crime: a guide for firms (FC) 
 

In this Annex, all the text is new and is not underlined. 
 
After Chapter 14 insert the following new chapter. 
 
15 Banks’ control of financial crime risks in trade finance (2013) 
 
Who should read this chapter? This chapter is relevant, and its statements of good and 
poor practice apply, to banks carrying out trade finance business. 
 
Content: this chapter contains sections on 

• Governance and MI (Box 15.1) 
• Risk assessment (Box 15.2) 
• Policies and procedures (Box 15.3) 
• Due diligence (Box 15.4) 
• Training and awareness (Box 15.5) 
• AML procedures (Box 15.6) 
• Sanctions procedures (Box 15.7) 
• Dual-use goods (Box 15.8) 

 
 
15.1.  In July 2013, we published the findings of our review of banks’ control of financial crime 

risks in trade finance. We visited 17 commercial banks to assess the systems and 
controls they had in place to contain the risks of money laundering, terrorist financing 
and sanctions breaches in trade finance operations. Our review only considered 
Documentary Letters of Credit (LCs) and Documentary Bills for Collection (BCs).  

15.2  We found that banks generally had effective controls to ensure they were not dealing 
with sanctioned individuals or entities. But most banks had inadequate systems and 
controls over dual-use goods and their anti-money laundering policies and procedures 
were often weak.  

 
15.3  The following examples of good and poor practice should be read in conjunction with 

Part 1 of this Guide. Part 1 provides more general guidance, including on AML and 
sanctions systems and controls, that can be relevant in the context of banks’ trade 
finance business. Not all examples of good and poor practice will be relevant to all banks 
that carry out trade finance business and banks should consider them in a risk-based 
and proportionate way.  

 
15.4  You can read the findings of the FCA’s thematic review here:  
 http://www.fca.org.uk/static/documents/thematic-reviews/tr-13-03.pdf  
 

http://www.fca.org.uk/static/documents/thematic-reviews/tr-13-03.pdf
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Consolidated examples of good and poor practice 
 

Box 15.1 Governance and MI 
Examples of good practice: 

• Roles and responsibilities for 
managing financial crime risks in 
trade finance are clear and 
documented. 

• The bank ensures that staff have 
the opportunity to share 
knowledge and information about 
financial crime risk in trade 
finance, for example by holding 
regular teleconferences with key 
trade finance staff or by  including 
trade finance financial crime risk 
as an agenda item in relevant 
forums. 

Examples of poor practice: 

• Failure to produce management 
information on financial crime 
risk in trade finance. 

• Internal audit fails to consider 
financial crime controls in trade 
finance. 

• The culture of a bank does not 
encourage the sharing of 
information relevant to 
managing financial crime risk in 
trade finance. 
 

 

 
Box 15.2 Risk assessment 

Examples of good practice: 

• The bank assesses and 
documents both money 
laundering and sanctions risk in 
the bank’s trade finance 
business. This assessment is 
tailored to the bank’s role in 
trade transactions and can form 
part of the bank’s wider 
financial crime risk assessment. 

 

Examples of poor practice: 

• Failure to update risk 
assessments and keep them 
under regular review to take 
account of emerging risks in 
trade finance. 

• Only focusing on credit and 
reputational risk in trade finance.  

• Not taking account of a 
customer’s use of the bank’s 
trade finance products and 
services in a financial crime risk 
assessment. 

 

 

 
Box 15.3 Policies and procedures 
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Examples of good practice: 

• Staff are required to consider 
financial crime risks specific to 
trade finance transactions and 
identify the customers and 
transactions that present the 
highest risk at various stages of 
a transaction. 

• Staff identify key parties to a 
transaction and screen them 
against sanctions lists. Key 
parties include the instructing 
party, but may include other 
parties on a risk-sensitive basis. 

• The bank provides guidance on 
recognising red flags in trade 
finance transactions. 

Examples of poor practice: 

• Staff are not required to consider 
trade specific money laundering 
risks (eg, FATF/Wolfsberg red 
flags). 

• Procedures do not take account 
of money laundering risks and 
are focused on credit and 
operational risks. 

• No clear escalation procedures 
for high-risk transactions. 

• Procedures fail to take account of 
the parties involved in a 
transaction, the countries where 
they are based and the nature of 
goods involved. 

 
 

 
 

Box 15.4 Due diligence 
Examples of good practice: 

• Banks’ written procedures are 
clear about what due diligence 
checks are necessary on the 
instructing parties. They take 
account of the bank’s role in a 
transaction, and when it is 
appropriate to apply due 
diligence checks to others, 
including non-client beneficiaries 
(or recipients) of an LC or BC . 

 

Examples of poor practice: 

• Trade processing teams do not 
make adequate use of the 
significant knowledge of 
customers’ activity possessed by 
relationship managers or trade 
sales teams when considering 
the financial crime risk in 
particular transactions. 

• Lack of appropriate dialogue 
between CDD teams and trade 
processing teams whenever 
potential financial crime issues 
arise from the processing of a 
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trade finance transaction 
 

 
Box 15.5 Training and awareness 

Examples of good practice: 

• Tailored training is given that 
raises staff awareness and 
understanding of trade-specific 
money laundering, sanctions 
and terrorist financing risks. 

• Relevant industry publications 
are used to raise awareness of 
emerging risks. 

• Processing staff are trained to 
look for suspicious variances in 
the pricing of comparable or 
analogous transactions. 

 

Examples of poor practice: 

• Only providing generic training 
that does not take account of 
trade-specific AML risks (eg 
FATF/Wolfsberg red flags). 
 

• Failure to roll out trade specific 
financial crime training to all 
relevant staff engaged in trade 
finance activity, wherever 
located. 

• Reliance on ‘experienced’ trade 
processing staff who have 
received no specific training on 
financial crime risk. 

 
 

 
 

Box 15.6 AML procedures 
Examples of good practice: 

• A formal consideration of money 
laundering risk is written into 
the operating procedures 
governing LCs and BCs. 

•  The money laundering risk in 
each transaction is considered 
and evidence of the assessment 
made is kept. 

•  Detailed guidance is available 

Examples of poor practice: 

• Failure to assess transactions for 
money laundering risk. 

• Reliance on customer due 
diligence procedures alone to 
mitigate the risk of money 
laundering in transactions. 

• Reliance on training alone to 
ensure that staff escalate 
suspicious transactions, when 
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for relevant staff on what 
constitutes a potentially 
suspicious transaction, including 
indicative lists of red flags. 

• Staff processing transactions 
have a good knowledge of a 
customer’s expected activity; 
and a sound understanding of 
trade based money laundering 
risks. 

• Processing teams are 
encouraged to escalate 
suspicions for investigation as 
soon as possible. 

• Those responsible for reviewing 
escalated transactions have an 
extensive knowledge of trade-
based money laundering risk.  

• Underlying trade documentation 
relevant to the financial 
instrument is obtained and 
reviewed on a risk-sensitive 
basis. 

•  Third party data sources are 
used on a risk-sensitive basis to 
verify the information given in 
the LC or BC. 

• Using professional judgement to 
consider whether the pricing of 
goods makes commercial sense, 
in particular in relation to 
traded commodities for which   
reliable and up-to-date pricing 

there are no other procedures or 
controls in place. 

• Disregarding money laundering 
risk when transactions present 
little or no credit risk. 

• Money laundering risk is 
disregarded when transactions 
involve another group entity 
(especially if the group entity is in 
a high risk jurisdiction). 

• A focus on sanctions risk at the 
expense of money laundering 
risk. 

• Failure to document adequately 
how money laundering risk has 
been considered or the steps 
taken to determine that a 
transaction is legitimate. 

• Trade-based money laundering 
checklists are used as ‘tick lists’ 
rather than as a starting point to 
think about the wider risks. 

• Failure to investigate potentially 
suspicious transactions due to 
time constraints or commercial 
pressures. 

• Failure to ensure that relevant 
staff understand money 
laundering risk and are aware of 
relevant industry guidance or red 
flags. 

• Failure to distinguish money 
laundering risk from sanctions 
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information can be obtained.  

•  Regular, periodic quality 
assurance work is conducted by 
suitably qualified staff who 
assess the judgments made in 
relation to money laundering 
risk and potentially suspicious 
transactions. 

•  Trade processing staff keep up 
to date with emerging trade-
based money laundering risks. 

•  Where red flags are used by 
banks as part of operational 
procedures, they are regularly 
updated and easily accessible to 
staff. 

• Expertise in trade-based money 
laundering is also held in a 
department outside of the 
trade finance business (e.g.  
Compliance) so that 
independent decisions can be 
made in relation to further 
investigation of escalations and 
possible SAR reporting. 

risk. 

• Ambiguous escalation procedures 
for potentially suspicious 
transactions, or procedures that 
only allow for escalation to be 
made to sanctions teams. 

• Not taking account of other forms 
of potentially suspicious activity 
that may not be covered by the 
firm’s guidance.  

• Failure to make use of 
information held in CDD files and 
RMs’ knowledge to identify 
potentially suspicious 
transactions. 

• Trade processing teams are not 
given sufficient time to fully 
investigate potentially suspicious 
activity, particularly when there 
are commercial time pressures.  

• Trade processing staff are not 
encouraged to keep up to date 
with emerging trade based 
money laundering risks. 

 

 
Box 15.7 Sanctions procedures 

Examples of good practice: 

• Screening information is 
contained within trade 
documents against applicable 
sanctions lists. 

•  Hits are Investigated before 
proceeding with a transaction 

Examples of poor practice: 

• Staff dealing with trade-related 
sanctions queries are not 
appropriately qualified and 
experienced to perform the role 
effectively. 

• Failure to screen trade 
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(for example, obtaining 
confirmation from third parties 
that an entity is not sanctioned), 
and clearly documenting the 
rationale for any decisions 
made. 

•  Shipping container numbers are 
validated on a risk-sensitive 
basis. 

•  Potential sanctions matches are 
screened for at several key 
stages of a transaction. 

• Previous sanction alerts are 
analysed to identify situations 
where true hits are most likely 
to occur and the bank focuses 
its sanctions resources 
accordingly.  

• New or amended information 
about a transaction is captured 
and screened.  

documentation. 

• Failure to screen against all 
relevant international sanctions 
lists. 

• Failure to keep-up-to-date with 
the latest information regarding 
name changes for sanctioned 
entities, especially as the 
information may not be reflected 
immediately on relevant 
sanctions lists 

• Failure to record the rationale for 
decisions to discount false 
positives. 

• Failure to undertake risk-
sensitive screening of 
information held on agents, 
insurance companies, shippers, 
freight forwarders, delivery 
agents, inspection agents, 
signatories, and parties 
mentioned in certificates of 
origin, as well as the main 
counterparties to a transaction. 

• Failure to record the rationale for 
decisions that are taken not to 
screen particular entities and 
retaining that information for 
audit purposes. 

 

 
Box 15.8 Dual-use goods 

Examples of good practice: 

• Ensuring staff are aware of dual-
use goods issues,  common 

Examples of poor practice: 

• No clear dual-use goods policy. 

• Failure to undertake further 
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types of goods that have a dual 
use, and are capable of 
identifying red flags that suggest 
that dual-use goods risk being 
supplied for illicit purposes  

• Confirming with the exporter in 
higher risk situations whether a 
government licence is required 
for the transaction and seeking 
a copy of the licence where 
required. 

research where goods 
descriptions are unclear or vague 

• Third party data sources are not 
used where possible to undertake 
checks on dual-use goods 
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