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5.3 Consolidated examples of good and
poor practice

Firms’ implementation of a risk-based approach to AML

Examples of good practice Examples of poor practice

• One large firm’s procedures • Some firms did not have a
required it to undertake peri- robust approach to classify-
odic Know Your Customer ing the money laundering
(KYC)/Customer Due Dili- risk associated with their cli-
gence (CDD) reviews of ex- ents. For example, one
isting clients. The depth of wholesale small firm classi-
the review is determined by fied all its clients as low or
the risk ranking assigned to medium risk, despite the
the client. Clients rated A fact that most of them were
and B are reviewed every based in Eastern Europe,
three years; Cs every two ye- North Africa and the Middle
ars; and Ds and Es are re- East. Another firm’s risk-as-
viewed annually. For lower sessment procedures pro-
risk (A-C) clients, the review vided that the Compliance
may amount to no more Officer or MLRO (Money
than refreshing the client’s Laundering Reporting Of-
file to take account of: signi- ficer. See FCG Annex 1 for
ficant changes in ownership common terms) would deter-
or capitalisation; changes in mine the risk category for
the client’s line of business; each client and would re-
addition of a Politically Ex- cord the basis of the assess-
posed Person (PEP) to share- ment for each client. How-
holders or senior manage- ever, a file review showed
ment; or any negative news no evidence that risk assess-
on the client’s owners or ments had actually been car-
senior managers. For high ried out.
risk (D or E) clients, visits to
the client are necessary to
provide an extra layer of
comfort. Such visits would
typically cover: review of cli-
ent’s client take-on proced-
ures; sample testing of KYC
documentation on underly-
ing clients; and, obtaining
answers to outstanding quer-
ies on, e.g., annual AML cer-
tification, transaction quer-
ies, and potential PEP or
sanctions hits.

• One building society under- • Some small firms had pro-
took a comprehensive policy duced inadequate annual
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review following the publica- MLRO reports, which failed
tion of the 2006 JMLSG to demonstrate to their gov-
(Joint Money Laundering Ste- erning body and senior man-
ering Group. See FCG Annex 1 agement that the firms’
for common terms) guid- AML systems and controls
ance, in order to identify were operating effectively.
which parts of the business In one case, the MLRO
were affected and what ac- stated categorically that
tion was needed. It identi- there had been no perceived
fied eight core business deficiencies in the suspicious
areas, which represented the activity reporting process.
key operational areas ex- However, he was unable
posed to risk from money even to describe that pro-
laundering. These business cess to us, so it was highly
areas were ranked in order unlikely that he had ever re-
of risk and formed into work- viewed the SAR (Suspicious
streams. The local managers Activity Report. See FCG An-
from each workstream busi- nex 1 for common terms) pro-
ness area were then trained cess for possible deficiencies.
by the Compliance Policy
Team, using a series of pre-
sentations and individual
workshops, to understand
the impact of the risk-based
approach, their individual re-
sponsibilities and the appro-
priate customer due dili-
gence policies. These man-
agers were then required to
apply this awareness and
their existing knowledge of
their workstreams’ business
activities to create docu-
mented risk profiles covering
customers, products, delivery
channels and geography.
The risk profiles were
graded as Red, Amber and
Green and customer due dili-
gence and monitoring re-
quirements set at appropri-
ate levels.

• In response to the SYSC • In one small firm, the MLRO
changes, one major bank de- was clearly not fully en-
cided to appoint the MLRO’s gaged in his role. For ex-
line manager as the desig- ample, he was unaware that
nated director with over- we had removed the Money
arching responsibility for Laundering sourcebook and
AML controls. This director he was still using an out-
was seen as the obvious cho- dated (2003) edition of the
ice for the role, given that JMLSG Guidance. It was not
his portfolio of responsibilit- entirely clear whether this
ies included fraud, risk and arose from a lack of interest
money laundering. The in his MLRO function or
bank’s decision formally to from inadequate compliance
appoint a Board-level senior resources at the firm, which
manager to this position was left him with insufficient
viewed as reinforcing the im- time to keep up to date
portance of having in place with AML matters, or a com-
a robust AML control frame- bination of both.
work. Following his appoint-
ment, the director decided
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that the management in-
formation (MI) on AML
issues he had hitherto re-
ceived was too ad hoc and
fragmented. So the SYSC/
JMLSG changes proved to be
a catalyst for the bank estab-
lishing more organised MI
and a Group-level Financial
Risk Committee to consider
relevant issues. (In the past,
various Risk Committees had
considered such issues.) The
new Committee’s remit co-
vered fraud, money laun-
dering and sanctions issues;
however, its primary focus
was AML.

• One large bank judged that • We found some cases of me-
staff AML training and dium-sized and smaller firms
awareness were suitable for documenting their client
the development of a risk- take-on procedures but not
based approach. It saw a regularly updating those pro-
need to differentiate be- cedures and not always fol-
tween AML requirements in lowing them. For example,
various business units, so one firm told us that CDD in-
that training could be ad- formation on clients was re-
apted to the needs of the freshed every time clients ap-
job. So in Retail, training plied for a new product or
had been re-designed to pro- service. However, a file re-
duce a more balanced pack- view showed no evidence
age. Accordingly, staff were that this had been done.
required to undertake one
training module per quarter,
with the emphasis on a dif-
ferent area in each module
and a test taken every quar-
ter. The aim was to see what
impact this constant ‘drip
feed’ of training had on sus-
picious activity reporting. At
the time of the FSA’s visit,
this bank was also in the
throes of merging its anti-
fraud and AML training. The
overall objective was to
make it more difficult for
criminals to do business with
the bank undetected.

• A number of medium-sized
and small firms were un-
aware that it was illegal for
them to deal with indi-
viduals or entities named on
the Treasury’s Financial Sanc-
tions list. As a result, no
screening of clients or trans-
actions was being under-
taken against that list.

• One firm said that it did not
routinely check the Financial
Sanctions list, because it did
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not deal with the type of cli-
ent who might appear on
the list.

• Some medium-sized and
small firms admitted that
staff AML training was an
area where improvement
was needed. One firm told
us that training was de-
livered as part of an induc-
tion programme but not re-
freshed at regular intervals
throughout the employee’s
career. Another firm said
that it provided AML induc-
tion training only if a new
joiner specifically requested
it and no new employee had
actually made such a re-
quest. The firm’s MLRO took
the view that most new em-
ployees came from the regu-
lated sector, so should al-
ready be aware of their AML
obligations. Such employees
were merely required to
sign a form to confirm that
they were aware of the
firm’s AML procedures, but
their understanding was
never tested.
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